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THE TERRORIST THREAT TO SURFACE TRANSPORTATION

Executive Summary .

Surface transportation presentsa degree of valnemhility 0 terroristattacks

and couldalsn effect the global aetworks and eeonommies to which surface transportstion
syst.;ms arc connected.

Aeeording to statistice compiled by the San Jose-based Mineta Transportation Instinite, between 1920 and
2000, 65 percent of the ttacks sminst surfice tunspostation globally were intended o kill and 37 pereent
actually caused fatalitizs (23 percent of them cansed ten or more), which is doukle the rate for terorist
wtiacks in general, While relasively sparse berween 1920 and 1975, amacks against surfice transportation
significantly incressed over the past 27 years: The methods nsed to agack surface iansponation argels,
while varying widely over the vears, have remained concenmrated on bombings and arson (used 63 percent
of the lime), which are the most lethal forms of conventional ulluck.

Tweny-seven pereent of the 900 attacks amainst Sirfaré transporation compiled between 1920 and 2000

oceurred in Westam Europe, Morth America and Japan, Only mine percent of these incidents, however,

invalved fatalitiss, suggesting that attacks against advanced democmevies duving that peried were primarily

aimed af disrupling surface transpostation systems and alsrming the public t large, rether then ceusing

mnliiple casualtics, Comntrics which have suffered the most fatalities as a result of ettacks on surface

fransportation are ndiz, Pakistan, Algers, Cambedia, and 823 Lanka (311 over 180), while lsrael has suffered
2 the most amacks on surface ransportation syslems dusing that period,

Hespomsible for the attacks of 11 Seplember 2001, the Al Qaida network is source of
prevcupation because of its threats of violence ‘anywhere in the world” against the United States and is
allies, including Canads. ©n 12 November 2002, Osama Binladea issued @ public statement which
speoifically-targered Canadz for the first time for its collaboration with the United Stares inanempting to
dismantle Al Qajda;

To dut;.-., Canuds kas heen spared major attacks on its surfuce transportation systeizs,

Al Qaida’s ) declared intent
to hit the United States and its allies, including Canada, i 2 canse for concerm,
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L Introduction

I The New York-based Conneil on Forcign Relations Task Fosee recentl concluded that surfaze and
zea modes of transportation present a degres of vulnerahility 1o tervonst attacks, -

and could also heve an impact on the globa | networks and
eponommies b which surface and sea modes of transportation are connected. LA

Ciiven the porential ceonomic and sosial lsses from terrorissamecks on surface transportation, this
Smudy offors ingights abour the threars to surface ransportation

1L Threats (o Surlace Transportation .

3 The majority of intemational terrorist attacks nvolve atleast one of the many differeat modes of
transportation’ OF these, surface transporiation- hes especially beef targetsd hecawse of the high
psyeholngical, social andior coomomdc impuet an allack might genarats, The chareteristics usually aseribed
to surfacs ransportation systems illusirte their relacive valnerability to being argeted ornsed by tomorists:

B They are open and sccessible to emsure that large volumes of goods and people are moved
cfficiontly, conveniontly and expeditiously;

* Reporting indicates tal “staekE againa transpestion Largels neresed om 20 pereent ofall violenr atacks in 1991 1 nearly 20
percenit in 1998," BOYD, Anosbellz and SULLIVAN, Jabn B, (2005, ‘Emergeney Preperedness for Transit Temoorisan,' T News
il [May=-Jun=}, 13,

4 Accarding to reagh estimates from the US Department of Trapspenation, 92 percent of the memmstional femorist nbacks ageinst
medes of tremsportstion largst surface tensportatinn.
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. They are extensive and ubiquitous, with large physdcal infrasoucaires; nysets and fixed facilities,
such us terminals and maimenance bays, many of them u.ngl:l:ded munatt-mdcd_

. They emphasize efficiency and competitiveness, often -othc dutnm:ntofcnsﬂy ucuun"'i!leasurts;

. They are ownzed, operated, used and overseen by various peblic or pn‘r's\tc hnd!es 'n:uking the
coordination of seeurity measures and REIRENCY reSPONSES d1ffcu11 whcn T 'Lhﬂ-ﬂ i hﬂd’} is
imvolved; and e

. They ars nferrwined with =0|:|::L_, and the global economy by vizme of their luml fumunal m‘lG'

mternational delivery and cermving functions”

4, Statistics compiled® by the San Jose-based Minets Transportation Institute indicate that hcmmm
1920 and 2000, 66 pereent of the eftacks against surface r—nnepnvtmmu {on average five & mcmtn] alobally
vwere intended to kill and 37 percent acmally caused fanlities, which is double the rae for terrorist atiacks
in general, While relatively. sparse between 1920 and 1975, atacks against surface wanspoTation
siznifican ﬂ\'1l1€:-1‘ca.5n:luw:rthv:pas't 27 years, Th-: ‘mq.mm:, alattacks againstspecific surface ranspormation
targzels is indieansd in Table 1.

Table 1, Surface Trh.f:spor!_n'l'iun Targets, 1920-2000
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See TRAMNSPORTATION RESEARCH BOARD (2001} Deterrence, Profective. and Preparation, Special Report 270,
Washingzon, 1.0 Transporiativn Rescarch Bowrd of e Natoral Academizs, 12-12,

* This it 2 nesmsaentative rathes than comprehensive compilation, 14 inclades 900 major aktacks (mefuding 14 befare 1970 2nd 195
frem Juby 19467 ro Necenber 200) 2peins: sarface ransparttinn from gueri|as or erredss and other significant incidenls of secions

SO,
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5. The methods used to reach thess targets during the seme period vatied widely, bur remained
concentrated oo bombings and arson (used 63 peroent of the Limnj,‘,w.-hichh.we proved o be the most lerhal
forms of attack. Secondary tacrics used by weworists to hit surface. r[anspo‘r‘.ar.ar.‘m Targ,eus aud the fequency
of their use sre indiceted in Table 2.
Table 2. Secondary Methods of Attack Against Surface 1‘ranspurialion i
and Frequency of Use, 1920-2000 ..

Methads of Adraele 5 I.-J:-;'quenc\'-' ..su{run.‘ultj g—‘r.,qmrseynﬁ.se:ga:mt}.
b e ] e 1930+ 1|3u|} TR e fmy'IS'EITJJcc_'EUBU

L.J_mz,.m..u\.'-a&-'

-'a.mbu:]:xs and assa\]] B
s'aadnffm:,\.l;is where s:ii:s'were ﬂ[ud'
Rifuckin gy -dod huSL&gﬁ SII.'U'&I:IDHSC 3
mechanizil sabarage
bapnb ehreats Gt
‘aremades or h:-m]:s l:hl.'D‘U-'n-
otheE s e

f, Twenty-seven percent of the 900 :a.mks Wp‘tlbd by. the Minets Institete between 1920 and 2000
pecurred in Western Europe, Norh Amcrica ancd lapan. Qnly nine percent of these incidents, however,
imvobved fatelities, supoesting that amacks sgainst advinced demaoctacies during that period were primarily
aimed et disrupring surface rransportation systems und alarming the public at large, rather than causing
multiple cosualties. Countries which have suffered the most famlitics 28 o resull of attacks on surface
iransportation are India, Pakistan, Algeria, Cambodia, and Svi Lanka (all over 180), while Isracl has sulTered
the mosz amacks on surface transportation sysiems during thiat perod. OfF all the amacks on surfce
transportation with fatalities (37 pereent of all artacks), 23 percent of them eaused ten futalities or more.

e Major rerrorist aftacks againss surfzes tanyporlation might have inspired disturbed individuals w
cerry. out copyeat attacks slsewhers, A recent post=9/11 example of this is the attack against a Greyvhound
"2 b indhe United States, which resulied in six desths® Surface transportation s slso facing difficull problems
ofa eriminzl nuture, including ‘carge theft, violations of export contrals, nereotios- and miprant-sniggling, ™
aind more wommos problems such as the frandulent usc of commercial drivers' licenscs and huzardous

" This preoosion Sernained ahewt the sars (a1 80 pescast) foe the period Jaly 1997 1o Decomber 2004,

¥ The nenck was eormied aithy o daenped individon] wielding n shep instrumemt wha shaked the deiver®s theear, cawsing 2 crash
that killed him =nd five passengens.

Y COUNCIL ON FORELGH RELATIONS {CFR) (20020, dmeriee SHT Uspvepared, po 17, 1t 5 waorth noling 12t etlindnals take
admnsnge of inspection systems using X-Ray meher than Gamme-Rey for debsction, becauss “whis cargo #d eontmband ore of
sizular densities, contraband detection” byt former s very diffienls.” LEWIS, Brian (2002}, Parr Socurity: Conleirer fnipecfion
Techrolagy, Oeogiz Institute of Technology, Scheol of Dufustral and Sysrems Englneering, 1
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mamcdals (HAZMAT) endorsaments,”” Buses and large mucks s alteactive to terrorists for reasons similar
as those frvoured by eriminals (their cargn capueity and the ease with whith they cin hc mqulmd}, us well
15 their easy acesss (o population czuires and eritical infestrucnine sites. - 0

a Passenger tralns and subways are valnetable to terrorist atacks.

Public transit systems in several
major cities, incleding Londorn, Paris, lnk}u Mew Yorkand Jerusalem, have been taragted by termomists over
the years. The following examples high |1gh'f'rh|= man‘bcemd ways by which these systems were afacked or
threztened:

" Uinited Kingdom, The vilnerabilides associated with pilblic teansit were pasticulazly exploited by
the Provisional Irish Republicsn Ay {PIRAY inGrear Britain, which, after scattered attacks
throughout the 19605 and 1970s, medhodically teristed rail lings, stations and trains beraeen 1991
und 1968, During that period, 41 improvised euplogive devices deronated cavsing three deaths and
injuriss to 115 individuals, The economic costs—one hoax in February 1991 costan estimaled £48
million—aof these attacks was compounded by the cost of the measures taken s a result of §,742
kamb threats (elthongh fewer than twio percent were taken scrinusly) end the inspection of 9,523
suspicious tems The most memorable anacks against the bus and rail systems occurred in 19945,
when & bomb on a double-decker bus killed ane and injured cight passengers near Trafzlgar Square,
and & homb under a reilway bridas in the Docklands killed two end injured more than a hundred
prople. Casuslties overall were not very high asa result of all these attacks, but could have heen hed
il ot been, in part, for effective seouricy measures and responses.

" AR A u'Degan'rneui of Metos Vebicles official in the Usited Steics wes proseented for hoving tlegaily sald 18 HAXMAT
et o snspicinags individuzls:

'¥ WHENT. Peter (1909). “Coatrol of Public Snece,’ paper presecried at the APTA 1990 Rapld Transit Confercenee, 2.
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. Frrance, Surface frans portation systems wer eattecked 22 IUIPSWtEmﬂﬁhm\rm 1970 and 1993,
In 1903, Algerien terrorists smbarked on & new campaign to penish Frange for its suppor: of the
A_g\,nan government and rgeted surfoce msportation systéms fouy times, killing seven and
injuring 80 peopls in A zingle amack againgt o trein near the St MJJ;:he] stamon o Paris on 23 July
1995, The three other incidents involved the explosion of = homb iy trin sosch, another at the
entrance to @ Melro station, and one heing discoversd on the tracks of the TGV (train & grande
vitesse—high-speed train) linking Paris to Lyon. For severul wesks afterthe St Michelattuck, there
were shaut 50 intermuptions of passenger serviee a week because of homb alerts and te discovery
of suspicious packages. Afler o 15-menth kiatus caused by France's Opératioir %] Tginirate, which
successfully curtailed the Alaerian tamorist network, surface tunsportation was hit'again,on £
December 1996, That day, & bomb exploded in a regional train station in Paris, Killing two (a
Warocean and & Canadian, both French aationals) and injuring 86 people, including & Cafiadizn.

. Japan. InMarch 1993, Aum Shinrikyo religious extremists released serin (o nerve 2as) in the Tokye
subway system, killing 12 and frting 5,500 to seck medical care. this attack was not well

exeeuted (aceomplished by puntiuring bags containing sarin with umbrellas),

! Acvording to Argenne end Sundia National
Lahoratorics seientists, “the releass ol Inu]ug:l:&l agentin a subway could lead to the exposurs of
mare than 100,000 people, counting thase in-the subway and those in the eity above™ The
psvehalogical impac: of the atack wis considerable, with fear mming into irnpatil.mcﬂ temvards the
anthorities, Addirienzlly, the anack was followed by ai 18ast seven other atiacks nvolving chemicals,
numerons copyeats, false alarms and hoax thrests, perpetmted or threatened by disturbed individuals
or criminals, The technical incompetence of the pc-pclmtm and luek prevented a higger mugedy
from happening.

: United States. In July 1997, the police in New York City arrested three individuals who were
assembling pipe bombs, one of whom, Ciazi Ibruhim Abu Mezer, was connzeted to Canuda. Abu
Mezer hiad reportedly mads the bombs and provided information to the others on how they could be
detonated or disarmed, A Canadian refugee claiment kaowa to have zesided in Toromto and
W ancouver, Abu Mezersaid thatthe bombs were to be used against the New ¥ork City subway. Abu
Mezer, who had been charged for criminal offenses in Canada (nscofastolen credit card and azsanlz
with intent fo resist amrest; sexual assanlt) and causht severul times illepally crossing the Canada-105
Dizedet,

U POLICASTRO, D Anfeay ). and GORDON, D, Swanna P, (19990, “The Use of Tecknology in Prepanig Subway Sysoms for
Chemicel/Rinlegical Terrodm,' prper presennsd arthe APTA [999 Rapid Teansit Conforence, L
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' fergel. Ower the vears, Israeli tuscs were attecked in sevemal ways: bombs were hidden or strapped
102 suicidz bamber before exploding; car-bombs were nsed againstschaol bises: small-arm fire was
opened; firebormbs wers hurlod; buses wers hijucked arid ok damnated et bus stations, Over the
last six monihs, four mejor attucks agumst the bus systam were nntv:d. {

(1 Cn 16 July, Palestinian militants desonated an mcplumu davica and ﬂSSHU-IlI!d :- bu:h in the
West Bank, killing eight and injuring over 20 people; : ;

2} On 4 Augns, the Islamic Resistence Movemeat (Hamas) dmm'la‘tbd i I:u:lmb at th I'(::ﬁ: of
a bus, killing lez und injudng over 40 soldiars;

(3 Om 21 October, 1slamic Jihad detonared a car-homb near a bus, killing eight an :lmurmf' 45
peopla; and

111, Post=9/11 Situation

10. Since the terrorise sttacks of“11 Scpn:mbar 2001, wdvanced demncracics imvolved in the global
enalition azainst terrorism have received a w:d“ mngu Of threats of varying degress of credibility and
specificity.
Responsible for ﬂanatlscks of1 1 September ZIIICIE. e Al Crida network i

soures of preccoupation because of ity threals of violence fatywhare inthe world' against the United States
and it allizs, including Canada. Om 12 Movermber 2002, Osaisa Bisladen issued a public statement which
specifically targeted Canada for the first time for ils supportof the US,  The statement contained & clear
waming that civilisns will be tarpeted wnd anacked in the foresceable fumre.

12, Sines | ].Sepwm]jerzm], the surface transporeation systems of meny countries bave beenthreatened
or targeted by torrorisms, The most prominent developments includs:

. Uhired Ssafes.
LS guthorities warned the truck
irdustoy to pn}faﬂmmn 1o sugpect behavious withregards to the transport of chemicels, radinactive
waste, biologicalageris and other hazardous materials, This waming was further substentiated by



9 SECRET

the FRI (Fedem] Burean of lnvestigation) arress in mid-September 2000 of individuals allegedly

linked to &1 Qaida who had shown an interest in the ‘imeking industry; One of them, Nabil

Almarshh,'® had just obrained a license o wansport HAZMAT, The following month, she FBL

reveeled that it was looking at the whereshouts of about 30 individoals of Arab descent whe had

ohtzined & similar leense, These individoals hod attended a driving school fiear Denver in small

sougs over he preceding two years. They paid cash for the qualifying Gourse, spoke Bl Enplish

and none locked for work after qualifying for the license, The wse' by terzosists of herge comsnercial

vehicles transporting HAZMAT was of concem bacause Al Qaidz had usad imcks

and snicide drivers wo hit the 1% Embussies in Kenya end Tanzania in 1958 ‘mi the KJ'JUdeTB‘AQ‘S )
in Sandi Arahia in 1996,

. Pakiszan, A suivide bomber amacked 2 hus ousids the Sheraron Hotel in Karechi on 8 May 2002,
The homb was detoniated in & car parked elose to o bus. At least 12 peopls, including nine French
nationals, were killed and 20 injured, Al Qaida wes thought responsible.

. Litiited Kingdam, On % Movember 2002, Brirish authorities arested three North Africanindividuals
and charged them with possession of fake passports and other documents under anti-temror
legislation, The media speculsted that the thres alleped A1 Caida-linked individuals were planning
a cvanide’ gus attack on Loadon’s subway system.

' & 0% judge lanee seatenced Almerabh, n fiermer Taromto resident, to eight moaths ia jeil for censmining o get nto b Uatied Stares
illzpnlhy. Alnarath is stll i jail, however, epestedly awaliing depormtian to Syra
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IV, Canadian Implications

13. Surfage transporiation systerrs in Canada ave highly d:cv:]-;rpvdand .,nncalto T ceom o strengih,
Although Canads has a relatvely modest number of rilroads tracks (65,403 km)and roads (901,903 kg
35 percent paved) relutive 1o its size {the US has far more; Ausiralia Less); they are farmore sprend ous

than in most countrics, especially l:uec’mse thay offer so many pointg of acoess to urban
aswell as non-urhan, isolated areas. lru.c:'\a emnd buses (3,654,123 in 1998) are extensively nsed for @ muving
goods and passengers within Canada and 1o the United Smtes and are similarly yiinerahle die 1ol case
with which they could be isolated in urban and non-urhan arces. Surfece transporation SWHH mfﬂﬂﬁﬂﬁ-
therefore, suffer from the same vulzerabilities as those of other counlries z, '

(iven these charscleristics, it is interesting w natﬂ that

Canada has historiczlly been spared major attacks on its surface transporfarion Syscms.

14, Thelastnoteworshy incident in the Mational Capital was in April 1989, when & dismawgat individial
commandeered & Greyhound bus from Moniresl and drove it onto the font lawn of Parliament Ll in
Ottawe. Arned with an handgun, the individual eventually surrendered and no one was seriously injured.
he was concerned:about Lobanom and violenee in the Middic East,

in Montreal, o 1998 bomb threat against the subway wis particularly umnerving. In
Mereh, » group calling itself the Frons Glfamigue mondial {World Lslamic Front)™ issued a threalening note
and two comeminiqués indieating thas hombs had been placed on three subway lines and that they would be
detonated between § PM end 10 PM on £ Marchienless the communigués were mmde public. Thebombs were
ifeseribed 25 being remotely controlled and cuntammg - 1.0:(|L. chemical agant.

- it had sigmed a sumber of communigues in the
pust, both abroad and in Canada, in suppart of the A Jgerim cuuse. Evennially, no bombs wers found and the
subway svatem was reopensd, Clvc'all terronist incidenls mm]wng surface transporiation in Canada have
been isolared and statisdeally rere. Threats and howxes, however, arc reladvely frequent and of 2 delinquent
or criminal nature.

T mae *Woosld lslansic Froar” (WIE) G ofien used ro refer 1o [slnmie exmamiss grouns under the. hanses of Ozama Binbladan's
“TheWoshl [skamic Fromt fir Jihad Aszinst Thelews and Crusadoers”
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16. Of courge, given the prevalence of attecks npninst surface '-"'Fnspnnnuunm countries such as mdia,
Dakistan, Algeriz, Cambodia, S Lanka and lsrael, Canadians ﬁﬂV-lef;.ﬁf\Vﬂl‘klllgm thesz countries’ urban
or rura] areas could be unimended vietims of temorist attacks.' ™ : ,

V. Qutlook

" Fur stasee, 0o 13 July 2002, an unideeifed assailant threw o grenade 2t & bas fall of tourists visiing 2 lisorical e ia the
Morrh-Wezem Frontisr pravines, wonnding 12 psaple, [twes the fifth anack ageinst Western targets ia Peldstan sloee 11 Sepeemiber
2001,
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19, Surface trunsportation svstems in Cenada’s wrben ar el arcas |:|:|u.1d be targets
temrorists, just as fey have boen and still ure in so many other cornities.

uAl Qmﬂa b ;
declazed intent 10 hit the United States and its allies, including Canada, m.,re remsurrs 2 thwet 10 surfam
[EanEpomAtion systems in Canada. ) e
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